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allow: ["read", "write"]
| resources: ["docs/*", "reports/*"]
tools: ["search", "edit", “"summarize"]
| deny: ["delete", "admin/*"]
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allow: ["read"]

resources: ["audits/*"]

tools: ["search", "summarize"]

deny: ["write", "delete", "admin/*"]

— O EE O B EE RS S T T T IS I DT S DT B S B S B IS G SRR S TEESD W S W TEES B Em E S I S I O O O s e O o

{ intersectinn? allow = parent.allow N child.allow
resources = parent.resources N child.resources

T T T T T T T T T T T T e e T T T S T T T T T T S

e o e



ﬂﬂEHﬁ‘ﬁEWEI#IE

custom tool., MCP 5 execute ZPE B iHi5

B REXHIER: permissions

HENX /MCP IE: BE%EE + HITL
B execute: DESS. WKL EER x custom tool 080 MCP tool execute
;- ________ i _______________ l ______________ i _________
!
|
,. e ! tool policy C= MCP Server @ sandbox
7
bt e O + HITL = policy policy
!
|
N
el : C | Filesystem
|
(REXHIR) {oop Agent ——> Niddlewara
|
|

— S R S S O S s s wmm wil



LRI ERE R

ANENRFIERZE, ERZURAMERRLR

®

TRkkE: )

®

BRIRE: E/ 5/ fRiE/ Wi

— e S S S e e e e e e R e S e e e e e e e e

l Lol

F— fw;rkspace] [[_CL] fsgcrets
l l SESRREE |

- ™y
=) </> S & (7]
/workspace/docs /workspace/src fworkspace/data [/secrets/keys /secrets/tokens :
| | | | |
g ¢ X
allow allow allow deny deny
!
" R
| |
: ‘ . /unknown/path :
I'- — - - - = l_ — /
I
¥
.-—r""ﬁ‘“'“—l
N e S R ]
e T 1 | e T e e i e I i T
deny /%%

_______________________________________

-




?EnilJ\JI‘RBE?EZ_JEEIEE

LEANTEHR - BISKRE - PHERES

REBEEY% -

W RN BRALER, % Agent BT

AN URT

defense in depth

( permissions )

| ( interrupt | |
B — —{ |
| ( policy hook ) i
| |
i . :
| | ( sandbox j |
! s
| LELET. |
! G r
] | Agent |~ !
B :
o= 1

|




